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2021-2023 Loss In Hacks
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H1 2023 Top Hacks
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Loss Amount & Count by Project Type - 2023H1
Amount @ Count
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Loss Amount & Count by Chain - 2023H1
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Market Share of Count by Chain - 2023H1

® Ethereum  25.0%
BNB Chain 53.7%

N/A 1.9%
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@® Polygon 4.6%

Other 6.5%

Loss Amount & Count by Attack Type - 2023H1
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Market Share of Loss Amount by Type - 2023 H1
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Private key compromise 5.9%

® Contract vulnerability
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Loss Amount & Count by Vulnerabilities - 2023 H1
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6. 2023 H 7| HOFALA
6.1 Euler Finance
Hne

2023 3213 Ethereum 7|8t L& T 2HEQ| Eyler Finance 7} Z2A| L 29| TS| A7}
E|0] 19,700 2 HE{Q| £&410| LS SL|CY,

202333 & 16 &, Euler =172 H| &£ & =zl AF50| ks &= Z 20| Chsl 100 2HEE{ Q|
HYS HAESLICE

2023 E 3217 Y, Euler Labs 2| CEO 2! Michael Bentley = "Euler = 2H&t HOH0j| MAS £
DZAEACHELT EQIE{0| AAIHSLICE 2021 E 5 25E 2022 H 9 &7A| Euler Finance =
Halborn, Solidified, ZK Labs, Certora, Sherlock, Omnisica £ X5t 0{Al 72| S2|Q1 HOot

7| 2t0]| 2faf 10 BHO| ZHAIS —QUbSLCY.
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Tin Type: 2 (EIP-1559) ~ Nonce:60  Position In Block: 12

Jacob here. I don't think what I say will help me in any way but I still want to say it. I fucked up. I
didn't want to, but I messed with others' money, others' jobs, others' lives. I really fucked up. I'm sorry.
I didn't mean all that. I really didn't fucking mean all that. Forgive me.
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donateToReserves uint subAccountId, uint amount nonReentrant
underlying, AssetStorage assetStorage, addre proxyAddr, address msgSender) =
addr account = getSubAccount(msgSender, subAccountId);

updateAverageliquidity(account);
t RequestDonate(account, amount);

ssetCache assetCache = loadAssetCache(underlying, assetStorage);

t origBalance = assetStorage.users[account].balance;
iint newBalance;

f (amount == (uint).max
amount = origBalance;
newBalance = 0;

*quire(origBalance >= amount, icient-b
{ newBalance = origBalance - amount; }

assetStorage.users|account|.balance = encodeAmount(newBalance);

assetStorage.reserveBalance = assetCache.reserveBalance = encodeSmallAmount(assetCache.reserveBalance + amount);

t withdraw(assetCache.underlying, account, amount);
ss(0), amount);

emitviaProxy Transfer(proxyAddr, account, a

logAssetStatus(assetCache);

6.2 BongDAO
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6.3 Platypus Finance
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5 (poolInfo[_pid]. Iproken), true);
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er, user.amount, @, user.factor, 6);
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6.4 Yearn Finance
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679 *  function rebalance() public {

680 Lender newProvider = recommend();

681

682 - if (newProvider != provider) {

683 _withdrawAll();

684 }

685

686 v if [(balance()|> @) {

687 ~ if (newProvider == Lender.DYDX) {

638 supplyDydx(balance());

689 - } else if (newProvider == Lender.FULCRUM) {
690 supplyFulcrum(balance());

691 ~ } else if (newProvider == Lender.COMPOUND) {
692 supplyCompound(balance());

693 ~ } else if (newProvider == Lender.AAVE) {
694 supplyAave(balance());

695 }

696 }

697

698 provider = newProvider;

699 }
556 *  function balance() public view returns (uint256) {
557 return IERC20(token).balanceOf(address(this));
558 }

6.5 MEV bot
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&3, MEVBot ©] 2H2 BT 2 Atg3Hs oH 07| bot 50| Y&LICH OS2 24 0J7| E20|Lt
£7 IS 1 TL0M B 50| HES ABBILICE 0] SH3 SH0AS MEVBot 7 21
20F0| 4B EIUELICE
21opy 24

o4 I = MEV-boost-relay 9 Bl 2{22 01510 Oh4 43| 2 12|Z TS
ZA5HT HZHOR 0[S AALICE BE IO YR HES 2HoHE 22 0

If-20]| 0{242 Z4LICE I2{Lt 0] 3A2 parent_root 2} state_root & 0x00 22 M50
&

PublishBlock 0| 2 5& HI&5tE 2 DFSIELICE 0| AN 23 2|7
o

SHCE LEFE HE0| HF2E += A &
983 978
879 // Publish the signed beacon block via beacon-node
980 - signedBeaconBlock := SignedBlindedBeaconBlockToBeaconBlock(payload, getPayloadResp)
8981 -+ code, err := api.beaconClient.PublishBlock(signedBeaconBlock) // errors are logged inside
982 -+ if err != nil {
983 =« log.WithError(err).WithField("code", code).Error("failed to publish block")
984 api.RespondError{w, http.StatusBadRequest, “failed to publish block™)
985 + return
986 =+ }
987 +
988 «+ give the beacon network some time to propagate the block
889 -+ time.Sleep(time.Duration{getPayloadResponseDelayMs) * time.Millisecond)
958 -+
984 991 api.RespondOK(w, getPayloadResp)
a3s5 992 log = log.WithFields(logrus.Fields{
986 993 "numTx": getPayloadResp. NumTx(),
: @ -1014,16 +1021,6 @ func (api *RelayAPI) handleGetPayload(w http.ResponseWriter, req *http.Request)
1014 1821 log.WithError(err).Error(“failed to increment builder-stats after getPayload™)
1815 322
1016 23 )
1el7
1e1s - // Publish the signed beacon block via beacon-node
1019 - go func() {
1@2e - if api.ffDisableBlockPublishing {
1e21 - log.Info("publishing the block is disabled")
1e22 - return
1023 - }
1024 - signedBeaconBlock := SignedBlindedBeaconBlockToBeaconBlock(payload, getPayloadResp)
1025 - _» _ = api.beaconClient.PublishBlock(signedBeaconBlock) // errors are logged inside
1026 - )
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Fund Flow 2023 H1

$214.6M

$200,000,000.00
$180,000,000.00
$160,000,000.00

$140,000,000.00
$120,000,000.00 $115.1M

$100,000,000.00

Amount

$80,000,000.00
$60,000,000.00
$40,000,000.00

$20,000,000.00

4n
a

$4.0M $2.4M
50
Recovered Balance Other mixers Tomado Cash Unknown Exchange Frozen
Fund Flow
Stolen Fund Flow 2023 H1
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Whether Audited - Count - 2023 H1

eV 47.2%
N/A 3.7%
N 49.1%

Whether Audited by Count
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Top 10 Rug Pulls Projects - 2023 H1

Fintoch
Kokomo Finance
XIRTAM
Swaprum
FCS
CirculateBUSD
YieldRobot
Sui Fusion

Merlin DEX

Hope Finance

1
$10,000,000.00 $15,000,000.00  $20,000,000.00  $25,000,000.00  $30,000,000.00

$5,000,000.00

SIC
Top 10 Rug Pulls H1 2023
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